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UPSC GS PAPER - IIl INTERNAL SECURITY : (SYLLABUS)

Linkages between development and spread of
extremism.

T &R Bod 3UAE & dE Haw)

Role of external state and non-state actors in
creating challenges to internal security.

. SWaY
3Tafier e & fou A S & A
A forieht ql i qfHeR|
Challenges to internal security through
communication networks, role of media and
social networking sites in internal security
challenges, basics of cyber security; money-
laundering and its prevention.

HOR 2ok % HILH 9 S YUam i
AR, oAl gar It # wfea ein

qMIfeh  Jeafh el H qfHeh!, AER
TReT 1 i) 9, - SR g Ukl
Security challenges and their management in

border areas; linkages of organized crime with
terrorism.

domedt e H WRem gAIfaA TE S
YEaYA-Tfed AUy AR SAAEarR & &
o]

Various Security forces and agencies and their
mandate.

fafia=1 TRen o1 R TETT qen S SR
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UPSC GRT forTq a9t 4 g& 1T 997

1. G9EET foh TrRi-sTaware wequl <91 § fhy

YR TH TR TR & €9 § ITHT 4 2
ehi-aTdskers 9 fyed & forg wqfaa saE
R gema el

Explain how narco-terrorism has emerged as
a serious threat across the country. Suggest
suitable measures to counter narco-terrorism.

fefSea aafda g1 e Afufem, 2023 &
e deon @ faRiwaet 1 avie it

Describe the context and salient features of the
Digital Personal Data Protection Act, 2023.

qRd 1 91 U9 Uih&d™ & @Y Tk
SelenTfeten arenid di & fSed e faamereng
T2 &1 HiH % wme eR-fedief e qen geen
Jifaal 1 wemr wifqw @ & fawm
FwEE (NGELT.) qon Ho SfeEEE 3K
Yo (SN.STETH.) AN % Aad 3T &
T ffy 9H o fosrma-wm t i off 3feafad
ifsT)

India has a long and troubled border with China
and Pakistan fraught with contentious issues.

Examine the conflicting issues and security
challenges along the border. Also give out
the development being undertaken in these
areas under the Border Area Development
Programme (BADP) and Border Infrastructure
and Management (BIM) Scheme.

et Hifea wd &1 Miya (TEfwfen) wiw
Yard TR e At ¥ G e &
e Hfearel &1 gaifuq &xd ge fafv=
W R N IIE AT T E? TH GHE B
HaIfyd sd gC A= forgl Iurl =1 +ff gema
iy

Social

media and encrypting messaging
services pose a serious security challenge. What
measures have been adopted at various levels
to address the security implications of social
media? Also suggest any other remedies to

address the problem.

1.

SMAhHaR-gHIad &= | SHEqa™ i fovam™
TE@ HE § ‘fRe e feam’ e ww
YT HEH Bl 3M Hoe H 9 SN HIHR
T G GHE % 9 % €9 H WER §N
STOATT. T 39l T == HifS

Winning of 'Hearts and Minds' in terrorism-
affected areas is an essential step in restoring
the trust of the population. Discuss the measures
adopted by the Government in this respect as
part of the conflict resolution in Jammu and
Kashmir.

HH IR 9 IRl g SERATA-ar%s, 79
3T AFeRfEd gare aedl (FTH.) i #eg
H Yga@ S A e & fau TR 'aa
21 30 @R ¥ fued & g frg o1 ®@ s
T feoqufi it

The use of unmanned aerial vehicles (UAVs) by
our adversaries across the borders to ferry arms
/ ammunitions, drugs, etc., is a serious threat to

the internal security. Comment on the measures
being taken to tackle this threat.

IR G WAl &1 S aTelt SATaRes gRet
Hifqal 1 82 T @Rl H1 e HH B
fau fraea s gftean @ik Site wifaal 6t
fHehT adET

What are the internal security challenges being

faced by India? Give out the role of Central
Intelligence and Investigative Agencies tasked
to counter such threats.

IR | SAAhaE & fomaio & yq@ Hia 3R
T Edl ®1 werdt & fou fRw T gAEr Wi
TARY| TY el H, B B & TR foeh o
TR 2022 H e ' A@RIR & A€ oF T
(TUATwS) ' Et & e T Sevd &1 o
fae=m wifsmy

Give out the major sources of terror funding in
India and the efforts being made to curtail these
sources. In the light of this, also discuss the
aim and objective of the 'No Money for Terror
(NMFT)' Conference recently held at New Delhi
in November 2022.
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UPSC-2022: 98 T 97

1.

qfad STqUel & YRl i ==l Swiforal T
AR FARET TR R USRE Ffed TR 3R
STAshaT<dl & o Gadl 1 9o it

Discuss the types of organised crimes. Describe
the linkages between terrorists and organised

crime that exist at the national and transnational
levels.

TR | S TRe SAfEl o €7 WS g
o guR & faQ 1 T SIS, el 3T

YishATcHS Tecll ohi faa=Hl shifeiu|

What are the maritime security challenges in
India? Discuss the organisational, technical
and procedural initiatives taken to improve the
maritime security.

TIgeR G & fafe= de 0 27 WiEel qeen
e g e e e e
fo 9@ 7 fF9 T3 9% T AUE T
TIger TREM WHITT Aherdrgde fashfaa =1 21

What are the different elements of cyber
security? Keeping in view the challenges in
cyber security, examine the extent to which India
has successfully developed a comprehensive

National Cyber Security Strategy.

TRICTEE, Teh HIHITSTeR , Mol 3T farehrarensh
g ® S U fGue ofafis gien @@ & ®9
A yehe eiar 21 39 G ¥ S9Rd U gE W
== HIFT IR TFIeraE & @R 9 FHued )
TEERIA WM 1 gea )

Naxalismisasocial,economicand developmental
issue manifesting as a violent internal security
threat. In this context, discuss the emerging
issues and suggest a multilayered strategy to
tackle the menace of Naxalism.

UPSC-2021: 98 T 997

1.

=t wifST fF frg JeR SoRdt gt
3R el W g § ANEE w2
T SR SIS SAl Tl WA @it
# ggen 9 fued & fau fee SW o«
Sl i fowr 9 wwemsy

Discuss how emerging technologies and
globalisation contribute to money laundering.

Elaborate measures to tackle the problem
of money laundering both at national and

international levels.

2. 9RA hI ARG & &l 21 H Wd gu,

H-9R 9 8H o 9iZe) Ul o Y9IE I
favervor wifsiw) @y €, 37 uRspd gqall &
foeg T&IcHsh 3UTEl 1 == hifsu)

Keeping in view India’s internal security, analyse
the impact of cross-border cyber attacks. Also
discuss defensive measures against these
sophisticated attacks.

IRA H1 AR G & fau owr T &I
TR-T R GRT T&Id g It 1
foreeioor IfSTI §7 Hehel &1 Tehrael i &
fore. sTrevEes 3l 1 ot == SIS

Analyse the multidimensional challenges posed
by external state and non-state actors, to the

internal security of India. Also discuss measures
required to be taken to combat these threats.

GRS 1 Sieetal SR dierdl, T8 SN,
Tl qen A Tesie o1 favemr ifsm)
AMGHARE & TR & 9o & fou 32 =
e Ul 1 ot gema e

Analyse the complexity and intensity of

terrorism, its causes, linkages and obnoxious
nexus. Also suggest measures required to be

taken to eradicate the menace of terrorism.

1.

e 3Ty & fafa= TR &R 39 @R 9

TS & SAavIE U &1 fad=e Fifeu

Discuss different types of cyber crimes and
measures required to be taken to fight the

menace.
el et &F YeeE 'q fedmeneal i
T §HeE | afad e & STaedes Sl
1 foeer ST iR T i o ergsa
RO YeeH & qde o gesu)

For effective border area management, discuss

the steps required to be taken to deny local
support to militants and also suggest ways to

manage favourable perception among locals
qRA & ol 9r | amdel 3ueR & fAuRes
1 &2 g &= A @l & wfasrred Wra
THR, AN YA TS GRe aai ol fohd
T HI AT =12

What are the determinants of left-wing
extremism in Eastern part of India? What
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strategy should Government of India, civil
administration and security forces adopt to

counter the threat in the affected areas?

AR TR @au qa FEEe W@ wfed
R, SRy $R wfewE  d@mel W
HH-IR eTquet 1 fowetwor wifsy fafv=
e 9l gl 39 HeW § e W sifyeRt
foer=mT ot sifsul

Analyze internal security threats and
transborder crimes along Myanmar, Bangladesh
and Pakistan borders including Line of Control
(LoC). Also discuss the role played by various
security forces in this regard.

GS Foundation Course

(4)

S SR HYIR F STEE-T-sEerd’ W Oqmee
AT 9 STAHAE HTSAl i Tl qga |
qfH-3uR wriedisti (sfsesy,) 1 e
S 1 5 91 T 7| ST (SEd) gefad
&3 A oGRS WAl I HWewdl Uga H
qH-3uR wHriwdle g e S @ g
1 TH&0 STl YfH-3uR wRisdist & g
%! frqefad 3 & SR &1 == Hifs

The banning of ‘Jamaat-e-Islami’ in Jammu and
Kashmir brought into focus the role of over-
ground workers (OGWSs) in assisting terrorist
organizations. Examine the role played by OGWs
in assisting terrorist organizations in insurgency
affected areas. Discuss measures to neutralize
influence of OGWs.

qEeRed URES 1 87 W sifiu fE
IR H e AWl &l b\ &6 9 98
9 THR ITA B TRl B

What is Cyber Dome Project ? Explain how it can

be useful in controlling internet crimes in India.

IRd WHR A B & ° fafufars feameam
(famon)  sfufem (gudie), 1967
AN WIET futEm ® EeieE % g
AR aE-Ueft FIA Rl Hofgd wT f&an 2
gHafasR gredl g fafufass feaream
(framor) eifufem &1 foRiy @ & famr
AR HROT R TE A GHI GAEE G
feer & G o, gRadqi o1 faversor sifsu)

Indian government has recently strengthened
the anti-terrorism laws by amending the

unlawful activities (Prevention) act (UAPA),
1967 and the NIA Act. Analyze the changes in the
context of prevailing security environment while
discussing the scope and reasons for opposing
the UAPA by human rights organizations.

STl 9Rd H ITforl &1 HH & HRIR
AR, | & gfafdn & | oHw
Fren i ¥ ¥ Hed T ¢ IRa-FER
W % R Jq8H ° IRY g areft faf=
SHIfe <hT TdieroT ShifeTy) T & gAtaar s
iRy L & Al R F= RIS

Cross-border movement of insurgents is only
one of the several security challenges facing
the policing of the border in North-East India.
Examine the various challenges currently
emanating across the India-Myanmar border.

Also, discuss the steps to counter the challenges.

UPSC-2018: Y& T T97

. FH-uferEaE enfefer faem (FLOLEE) Rl

= HT YR 3Tfes fovme ‘T 9l Th
TeH' Ued % TH FAYd 9 & ®I H @
S @1 1 WAL, 1 wh it v wega
FITT 3R TG §RT SHH TR H3A & HRT
firrET)

The China-Pakistan Economic Corridor (CPEC)
is viewed as a cardinal subset of China’s larger

‘One Belt One Road’ initiative. Give a brief

description of CPEC and enumerate the reasons
why India has distanced itself from the same.

amYelt SUAR | onigEl ygfa fTErE 3 @
2, T el off 9 ® I 9N TEE geiferd
F| el STER g YEqd At 1 e
FH & AU IRG WHER & gfeehivn &1 Hay
T T Fifeg)

Left Wing Extremism (LWE) is showing a

downward trend, but still affects many parts

of the country. Briefly explain the Government
of India’s approach to counter the challenges
posed by LWE.

sisiaga (fefSerse) 3@ ¥ 9gd 8T AR
TIET & HRUT Tl & 61 A dgd 9¢
T ®| Wiy du. siewn wfafq ol |
TR HI G W FaUd g W HE-faEr
foran T 21 een foem o der Wy o fash

®ias
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TR HT GRE § Gafud 3w fue wf @feml 4. s S Herfadta Isig GRan & faw

SR @Il - ©?

Data Security has assumed significant
importance in the digitized world due to
rising cyber crimes. the Justice B.N. Srikrishna
Committee Report addresses issues related
to data security. What, in your view, are the
strengths and weaknesses of the Report relating

to protection of personal data in cyber space?
TR &% T GO o 3dY STHRIA M
Tl ¥ 9Rd i Mehedl 4 9RG &1 STales
gren fearet 1 =g fean #1 el <onst &
oY AR U Sgeh o, Ued oq fo
I5 3R THE dER S sray TifdfateE %
o9 wfeal &1 T Fifw| 9 fafafe=t
T & fau Fn-==n gfieh 3= feu S
=Mee?

India’s proximity to two of the world’s biggest

illicit opicum-growing states has enhanced her
internal security concerns. Explain the linkages

between drug trafficking and other illicit
activities such as gunrunning, money laundering

and human trafficking. What counter- measures
should be taken to prevent the same?

UPSC-2017: 98 T 97

. WESR SMHHAT & FrqIfad @l &1 Td 3=

Uehd & o gean @< &1 foa=m sl

Discuss the potential threats of Cyberattack and
the security framework to prevent it.

IRA 1 ST-YA To¥ dgd o 9Hg 9§
fosie-ufaa 21 @ Ww o W foge #
sifasiifadl & {1 SR &1 faverso Hifsu)
The north-eastern region of India has been

infested with insurgency for a very long time.
Analyze the major reasons for the survival of

armed insurgency in this region.

ad | sfig few ww TR R IR oawen
THE & B9 B SW W R SUgE SSE0
3 gL, TW YRR H fEw & FRoN g uiko
T &1 foreermon ifs|

Mob violence is emerging as a serious law
and order problem in India. By giving suitable

examples, analyze the causes and consequences
of such violence.

TR I ¥ TH TEd gL Tehe 1 R
T & foIT 319 -3 g AW €7 AR
e = wg@ @ik = 82

The scourge of terrorism is a grave challenge to

national security. What solutions do you suggest

to curb this growing menace? What are the
major sources of terrorist funding?

‘IY AT TS ‘IeTE YR’ USRS YA
T T BEAl & fawg ¥ FEdEt &
fau fepan S 21 3@ YHR w1 wEdaEa &
IgAlfaeh gome i fae=m Hifsal

The terms ‘Hot Pursuit’ and ‘Surgical Strikes’

are often used in connection with armed action
against terrorist attacks. Discuss the strategic
impact of such actions.

“frsel S THT H STdHAR Tk Fiaedgicas
SO % ®9 H IW W@ 21" IE HUA H
[EACERIEIS 1Y

“Terrorism is emerging as a competitive industry

over the last few decades.” Analyse the above
statement.

T & T HS oW o WY A Hei
RO T Feie Tk e wE € FEeel g
Tei Rl Al Te WA ) e et

Border management is a complex task due
to difficult terrain and hostile relations with

some countries. Elucidate the challenges and
strategies for effective border management.

R-Te Ayl BN g0t UH Wi
Hifean 1 fasaweit At Tq TN e
% fau wh geg foa =1 fama 21 v &
o TRl AN fRE YR g ®? SuE
TR & FERE w60 & fau g9eer gaa
=AU

Use of Internet and social media by non-state
actors for subversive activities is a major
concern. How have these have misused in the

recent past? Suggest effective guidelines to curb
the above threat.
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UPSC - 2015 : Y8 T 97

HHATRR dfshadan) R 39 fa=ar =
ISR 3d © ¢ Toh w9t s (i wiferan)
sifuf=d, 1958 (TLUHRTERT) TH &
srfufem 2, frad gren sal & g AR
AN & O 3= e €1 39 eIty
H HE-H G % GiwIaE oy S

27 I=aq9 = ® g e foER & ged
T THH! STETIAHAT 1 FHCAEAHE oA

EAEL

Human right activists constantly highlight the
view that the Armed forces (Special Powers)
Act, 1958 (AFSPA) is a draconian act leading to
cases of human right abuses by security forces.
What sections of AFSPA are opposed by the
activists. Critically evaluate the requirement
with reference to the view held by Apex Court.

fefSea difer & meam | wnfdfes AarOo
1 IROTH YR Jaehi +1 TE.TH.AETH. |
el & ST @1 2 TS UE.STE U, & @
AN SHHT AT (T8) 1 87 . TE.SETE.
TR 397 i 3alie e & foru fFa war

GAEF B gl 7

Religious indoctrination via social media has
resulted in Indian youth joining the ISIS. What is
[SIS and its mission? How can ISIS be dangerous
to the internal security of our country.

frog o= § o2 s+ fae™ +9 @
TR & AR AT ST IROME SIS
ST SR R, foe ok faremaAt
HIHAD ep{Hl Hedl %, 1 foaer (AT R
Bl HeREAR SR TgeEel WA Shigd
Hd gU, YRl YR foERE™ § gHfed
TIERT Wl WTEISER SR e Wofg
YN | R 9 @M &1 guRe WHEITGE )
=1 i)

The persisting drives of the government for
development of large industries in backward
areas have resulted in isolating the tribal
population and the farmers who face multiple
displacements. With Malkangiri and Naxalbari
foci, discuss the corrective strategies needed
to win the Left Wing Extremism (LWE) doctrine

affected citizens back into mainstream of social
and economic growth.

4. foar & BT foh Aae¥ @ & fa¢ @au

&I Al ©, WA 1 TH a0l 1 Yk
foru ek ‘fefSed 9ee o1’ i Eegehdl
Bl TT WEeR g Aifd, 2013 & g
FrEtaad | e 3 areft JHifr w5 s
YA *W 8L, 3H Afd I FEEIEACTS
TR HIfST|

Considering the threats cyberspace poses
for the country, India needs a “Digital Armed
Forces” to prevent crimes. Critically evaluate
the National Cyber Security Policy, 2013

outlining the challenges perceived in its effective
implementation.

UPSC- 2014 : U8 T 997

1.

‘Fguftisr 9 SgSAE WES % &9 § AR
#1 fafay wfa, e ¥ fiw © afmec #
o & gfd fReg @ 21 U9 ardeR &
yfgepR & fau uEme SH - aret wEifa &
e fae=m wifsu

The diverse nature of India as a multi-religious
and multi-ethnic society is not immune to the
impact of radicalism which has been in her
neighborhood. Discuss along with the strategies
to be adopted to counter this environment.

T TR faarm fom gt 331 &1 o1
-9 & FW h STHRN & (TEE) |
ol SR S YA TLH Hd €1 S ket
&' ¥ 1 T §? TH MR &7 % FW
o & fow & freml & ffgaed €2
SHH T <HIfeal W ==l BT IR T
o & & ale gl

International civil aviation laws provide all
countries complete and exclusive severity
over the airspace above the territory. What
do you understand by airspace? What are the
implications of these laws on the space above

this airspace? Discuss the challenges which this
poses and suggests ways to contain the threat.

IR I T H R-FEH GEOR g8
fFE YR T @0 TKE il 87 36 Seml
3 % SR H ISR Hd gC TH Jaad &l
Uk ! WHITTEA 1 T TS|

How illegal transborder migration does pose a
threat to India’s security? Discuss the strategies

to curb this, bring out the factors which give
impetus to such migration.

®ias
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4. 2012 F T AR B TE-SEE A B 3. HD @ fe TR SR W gR

fau <onad (dAffgeffeda) siehd Aau=
Tt WS g eRe WR H 65 feult gd 9
78 feilt qd oo fawent fam T on w’a &
TS e TR N gEeRT A IR 872

In 2012, the longitudinal marking of the high-
risk areas for piracy was moved from 65° East
to 78° east in the Arabian Sea by International

Maritime organisation. What impact does this
have on India’s maritime security concerns?

= R uifeeE 3w o wferEr &
fow & fau g9giar fFar 21 I8 9Nd
F e & AU T @A THd w@l €2
THTAEATHS T8I0 HifT|

China and Pakistan have entered into an
agreement for development of an economic
corridor. What thread does it dispose for India’s
security? Critically examine.

UPSC-2013 : U8 T 997

1. Y o9 TRV W KT SqYF YO ®

fau we TR wRen Sifew e ®1 9Rd &
oI Toet 1 Wew ¥ SR TW W W o
% fu %o %en Sa S =feu?

Money laundering poses a serious threat
to country’s economic sovereignty. What is
its significance for India and what steps are
required to be taken to control this menace?
ESIEISEEC S | I [ i (Social Networking
Sites) o1 Il ® SR T Tl W @ G
SoTe W Bl €2

What are social networking site and what
security implications do these sites present?

g H AARME AR ke 9 ot e
UFd B S ‘Soleiel R weEm g
(Cyber warfare) q N gus 22 9rd Q’@
51 Tl & 9fa Hogeier @ STl ®9-4@
ifey 3R 39 =t 379 f9es =) dardt o ot
e HIfST

Cyber warfare is considered by some defence
analysts to be a larger threat than even Al Qaeda
or terrorism. What do you understand by Cyber
warfare? Outline the cyber threats which India
is vulnerable to and bring out the state of the
country’s preparedness to deal with the same.

AR & 9auE &GN 244, Tgfad T
afeerdl &5l & O W Hetud g1 SHeh!
qrEell gl o hrEitad 7w 9§ areed 9e
& RE 99 W J9E w1 faveyor Fifeu)

Article 244 of Indian Constitution relates to
Administration of Scheduled areas and tribal
areas.Analyze theimpactofnon-implementation
of the provisions of fifth schedule on the growth
of Left Wing Extremism.

TfRI0T TR & SAfeRaR <3 9 HAR | ol
foreoer o) fosfeet dmet %1 gfie @ Wwa
FI afeh GRem w1 gAfGAr @ FereA 9
% eI 87

How far are India’s internal security challenges
linked with border management, particularly

in view of the long porous borders with most
countries of South Asia and Myanmar?
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